CCTV POLICY
[bookmark: _Hlk236816169]Indigo Inn Hotel and Indigo Inn Casa, are Hotels owned by ARIANE S.A. Hotel and Tourism Enterprises, VAT No. 094090836, 1 Agiou Vasileiou Street, Hersonissos, Heraklion 70014, Greece, (hereinafter referred to as “Hotel”, “We”), collects and processes your personal data in accordance with the applicable EU and national data protection legislation.

The scope of this Policy.
This Policy applies to the collection (recording), storage and processing of image data through legally operating video surveillance systems installed at the hotel's premises for the purposes set out above. This Policy specifies the rules of operation of the system and commits not only the hotel's Management, but also its employees, affiliates, potential system maintainers, data recipients and any processor or third party may have or will in have future access to the CCTV system and the personal data collected through it.
Definitions.
According GDPR, the Applicable Legislation and for the purposes of this Policy, the key terms used are as follows:
“personal data” means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person,
“processing” means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction,
“data processing subject” the natural person whose identity is known or can be ascertained, directly or indirectly, in particular by reference to an identifier, such as a name, identity number, location data, online identity or one or more of the specific factors the physical, physiological, genetic, psychological, economic, cultural or social identity of that person,
“controller” means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data; where the purposes and means of such processing are determined by Union or Member State law, the controller or the specific criteria for its nomination may be provided for by Union or Member State law,
“processor” means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller,
“recipient” means a natural or legal person, public authority, agency or another body, to which the personal data are disclosed, whether a third party or not. 2However, public authorities which may receive personal data in the framework of a particular inquiry in accordance with Union or Member State law shall not be regarded as recipients; the processing of those data by those public authorities shall be in compliance with the applicable data protection rules according to the purposes of the processing,
“third party” means a natural or legal person, public authority, agency or body other than the data subject, controller, processor and persons who, under the direct authority of the controller or processor, are authorised to process personal data,
“consent” of the data subject means any freely given, specific, informed and unambiguous indication of the data subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her,
“CCTV System”[footnoteRef:1] is the system that is permanently installed in a room, operate continuously or at regular intervals and are capable of receiving and / or transmitting video signals from that area, to a limited number of projectors and / or recording machines. The image can be transmitted directly from the camera to the projector or via an internal network or the Internet for a limited number of recipients. [1:  DPA Directive 1/2011, DPA Opinion 2/2010 ] 

“supervisory authority” means an independent public authority which is established by a Member State pursuant to Article 51. In Greece the supervisory authority is the Hellenic Data Protection Authority.
Responsibilities
The hotel’s Management is responsible for implementation of this policy and for the provision and disposal of human and financial resources.
The Data Protection Officer is responsible for overseeing compliance with this policy as well as for providing advice and guidance on its proper implementation.
The Third Parties (Processors) entrusted with the processing of data on behalf of and under the hotel's instructions are responsible for understanding and obeying this Policy.
Hotel employees and partners are responsible for understanding and obeying to this policy. In addition, they are responsible for immediately reporting any potential violations.
Purpose of processing. 
The hotel uses CCTV systems for the purpose[footnoteRef:2] of protecting persons and/or goods in order to protect them from unlawful acts. At the same time, the hotel makes relative and lawful use of it for the safety of life, health, and the property of third parties who are in the supervised area. [2:  Greek Civil Code, article 834, for hotelier’s liability.] 

Personal Data Collected.
The collected personal data are appropriate and no more than required for the purpose of protecting the security of the hotel's premises[footnoteRef:3]. CCTC systems can capture images that may depict the face or body of employees, associates, suppliers and guests in general. [3:  DPA Decision 192/2012] 

Installation and operation of CCTV Systems.
The installation and operation of CCTV Systems in the hotel, should be in compliance with GDPR, the Applicable Legislation and the Decisions and Directions of the Hellenic DPA.  The camera installation locations and the way data are received must be defined in such a way, that the data collected are limited to what is strictly necessary for the security of the hotel's premises and does not affect the fundamental rights of employees, associates, guests and any other third party located in the site being monitored. 
Particularly:
1. The operation of the CCTV system in the hotel should be restricted to premises intended for the control of the central entrance, reception area, exits for lifts and stairways, as well as for money storage areas (cashiers) and electromechanical installations.
2. The processing of personal data of employees[footnoteRef:4] through a CCTV system, whether publicly accessible or not, is permitted only if it is necessary for the protection of persons and goods. The personal data collected through a CCTV system cannot be used as a criterion for evaluating the efficiency of employees. In any case, employees are informed either in writing or electronically, about installation and operation of the CCTV system in the workplace. [4:  Law 4624/2019 art.27 par.7] 

3. Areas where the installation of CCTV system is prohibited, as the core of the right to privacy is violated: The hotel as a controller may not under any circumstances install CCTV Systems in places where data subjects have high expectations for their privacy , such as toilets, changing rooms and bathrooms for staff or guests. Also, cameras are not allowed[footnoteRef:5] in dining areas and hallways leading to hotel rooms, entrances to the guest’s rooms and the leisure areas (such as swimming pools, gyms, spa, etc.). [5:  DPA Directive 1/2011] 

4. Monitoring sidewalks[footnoteRef:6]: The monitoring of sidewalks is prohibited. Exceptionally, such monitoring can be permitted, under the conditions of the law (a place where dangerous attacks on life and property have preceded and there are now justifiable suspicions that more may occur). [6:  DPA Decision 135/2015] 

5. Monitoring entrances or interiors of adjacent houses, buildings or other places is prohibited.
6. Tiltable and Focused Cameras: The use of such cameras may only be permitted in cases where the hotel monitors movements of individuals in real time in order to immediately intervene to prevent an event and if all the necessary technical measures have been taken to limit the area of ​​reception to the strictest necessary.
7. Data Minimization Based on Selection of Specific Technologies (privacy by design): The hotel is required to select technologies that are as 'privacy-friendly' as possible.
8. Audio data processing is forbidden. In exceptional cases, the processing of audio data may only be allowed if the hotel justifies the necessity of this measure specifically and the Hellenic DPA considers it necessary to serve the intended purpose.
Data Security.
The hotel must take appropriate technical and organizational measures to protect data from any form of illegal or improper processing, during the entire period of retaining such data. In particular, the hotel shall, inter alia, ensure that:
· it secures the recorded material and prevent it from spreading to illegitimate recipients,
· it controls the access to the central control room, the storage of recorded material and the processing system (hardware and software level),
· transmission of recorded events to legitimate recipients and the dissemination of material to illegal recipients is safe,
· it selects the appropriate personnel to handle the video surveillance system,
· it trains its staff on personal data protection issues, and
· all the procedures are based on privacy principles (“privacy by design”)
Indicatively, the hotel, as the controller, should audit the access to stored material through a trusted third party, the storage of the material in encrypted form, the digital authentication. (signature) of the material transmitted. In case that the CCTV system has been assigned to someone else (processor), such assignment shall be in writing and contain all contractual obligations under the GDPR and Applicable Legislation for the processor.
The data collected by CCTV system, are stored in a in a locked warehouse of the hotel and logs are protected by appropriate software (firewall). 
The cameras of the CCTV system maintain the same monitoring range continuously, while remote electronic zoom is technically possible. The CCTV system operates continuously for 24 hours a day, 365 days per year.
Retention/ Destruction of log files.
The data collected through the CCTV system shall be kept for seven (7) days, unless an unlawful incident has been recorded. In this case the hotel may retain the log files where the event is recorded on separate file for up to three (3) months. Upon expiry of the above period, the hotel may retain those data for a longer period only in exceptional cases where the incident needs further investigation. In such a case, the hotel shall inform the Hellenic DPA for the time required to maintain such data. 

Transmission to third parties. 
Transmission of data from the CCTV system to a third party is only permitted if the data subject provides its prior consent. Exceptionally, the data may be transmitted without the consent of the subject in case such transmission is foreseen by law or the Hellenic DPA, or the competent judicial, prosecutorial and police authorities. Also, the hotel may transmit data that may be evidence of a crime to the person who is presumed to be either the offender or the victim.
Information for data subjects.
Hotel’s employees and guests (data subjects) are clearly informed[footnoteRef:7], before entering the hotel's premises, that they will enter a monitored area where there is a CCTV system. Particularly, the hotel posts prominent signs, which provide information on the purpose of using the CCTV system, the range of cameras, the retention of data and communication of the subjects with the hotel for further information and exercise of their rights.  [7:  DPA Decision 95/2015] 

Data Subject’s rights.
The GDPR and the Applicable Law, provides the following rights for individuals. The right to be informed, the right of access[footnoteRef:8], the right to rectification, to erasure, to restrict processing, to data portability, to object to processing and the rights in relation to automated decision making and profiling. In case of violation of their rights, data subjects may file a complaint with the Hellenic DPA if they have previously addressed the hotel and the matter has not been resolved. [8:  DPA Decision 16/2017] 

In case you consider that we have not handled with your request properly, you can always refer to the competent Hellenic Data Protection Authority at www.dpa.gr/index.php/en/individuals/complaint-to-the-hellenic-dpa.

To make enquires and/or to exercise any of the abovementioned rights, please send your request to our Data Protection Officer at dpo@indigoinncasa.gr  and/or operation@indigoinncasa.gr 

Violation of this Policy.
The potential damages resulting from a violation of this policy are serious both for the offender and for the hotel. Violation of this procedure can lead to criminal, civil or regulatory penalties, such as:
· Administrative fines
· Criminal penalties
· Audits by competent supervisory authorities
· Compensation claims from competitors or other third parties
· Dissolution of the reputation of the Company
· Administrative costs in defense of cases
· Cancellation of contract in case of data breach 
The hotel is responsible to enforce and comply with this Policy. Any violation of this Policy may result in disciplinary actions including even employee’s dismissal.
Policy review.
 This Policy should be revised to reflect any changes or amendments to the relevant data protection legislation.
This Policy was revised and approved by the hotel, on August 2026.

